
 

Embassy of the United States of America 

Kyiv, Ukraine 

 

 

JOB OPPORTUNITY ANNOUNCEMENT 
------------------------------------------------------------------------------------------------------------ 

# 035                               Date: August 21, 2012 

  

------------------------------------------------------------------------------------------------------------ 

 

TO:   ALL MISSION PERSONNEL 

 

FROM: CAROLYN DUBROVSKY – ACTING HUMAN RESOURCES 

OFFICER 

 

SUBJECT:    CRIMINAL FRAUD INVESTIGATOR 

------------------------------------------------------------------------------------------------------------ 

  

Employees are invited to apply for this position or refer qualified and eligible candidates 

to the Embassy Human Resources Office. Application procedure is outlined at the end of 

this notice. Questions should be directed to the Human Resources Office.  

 

 

POSITION TITLE:  CRIMINAL FRAUD INVESTIGATOR 
 

OPEN TO:  All Interested Candidates 
 

GRADE LEVEL: FSN-09, FP-05* (FULL PERFORMANCE LEVEL) 

      

WORK HOURS:   Full Time, 40 hours per week 

 

POSITION TYPE:                             Permanent    
 

OFFICE LOCATION:   Regional Security Office (RSO)/Consular Section 
 

OPENING DATE:    Immediate  
 

DEADLINE:     September 4, 2012 at 6 P.M. Kyiv Time 

 

 

 

*FP-5 is subject for confirmation with Washington. 

 

 
ALL ORDINARILY RESIDENT U.S. CITIZEN AND THIRD COUNTRY NATIONAL 

APPLICANTS MUST HAVE THE REQUIRED RESIDENCY PERMIT TO BE ELIGIBLE FOR 

CONSIDERATION AND ARE REQUESTED TO ATTACH COPY OF THEIR RESIDENCY 

PERMIT TO THE APPLICATION.  

 



BASIC FUNCTION OF POSITION: 
 

Incumbent is responsible for conducting investigations of passport fraud, visa fraud, alien 

smuggling, human trafficking and other criminal actions that impact the national security 

of the United States. Incumbent builds and maintains relationships with middle to high 

level contacts in the Ukrainian Ministry of Interior, Immigration, General Prosecutors 

Office (GPO) and other Government of Ukraine (GOU) agencies.  Incumbent reports 

directly to the Assistant Regional Security Officer Investigator (ARSO-I) and coordinates 

their  efforts with RSO Investigators and FPU (Fraud Prevention Unit) Investigators when 

they are involved in supporting Diplomatic Security Service (DSS) criminal 

investigations. Position holder is expected to work independently and to show high degree 

of innovation in accessing, researching and analysing information while   conducting 

investigations.  

 
 

MAJOR DUTIES AND RESPONSIBILITIES: 
 

Investigations          25% 

Conducts routine and complex criminal investigations involving the production, sale 

and/or use of counterfeit documents for the purpose of alien smuggling and/or human 

trafficking. Conducts interviews, meets and develops sources furtherance of ongoing 

investigations. Works with the Consular Fraud Prevention Unit (FPU) to build cases 

against individual subjects and criminal enterprises that produce, sell or use counterfeit 

documents for the purpose of fraudulently obtaining United States visas and illegal entry 

into the United States.  At the direction of the ARSO-I, incumbent assists Consular 

Affairs, and other law enforcement agencies. 

Local Authorities Liaison         20% 
Incumbent builds relationships with middle to high level officials in the Ukrainian law 

enforcement,  immigration, and other GOU agencies.  Incumbent will develop criminal 

cases and work with these contacts to attempt to bring criminal charges against document 

vendors, alien smugglers and human traffickers in accordance with Ukrainian and United 

States laws.  Incumbent will develop relationships with non-government agencies that 

assist human trafficking victims and/or work to develop the GOU's ability to address this 

crime. Employee will organize and facilitate meetings with the local prosecutor’s offices, 

police, courts, municipal authorities, as well as act as interpreter for ARSO-I. Employee 

has to adhere to highest level of confidentiality and prudency while handling personal and 

official information. 

Criminal Case Support        15% 
Incumbent is expected to speak on behalf of the United States Government to the 

Ukrainian police and General Prosecutors Office, incumbent’s statements may  be used as 

evidence against criminals who the Regional Security Office refers to the GOU for 

investigation and prosecution.  Incumbent will testify in Ukrainian court against these 

criminals and be expected to have a high understanding of Ukrainian law as it pertains to 

document fraud, alien smuggling and human trafficking.  Incumbent will provide verbal 



and written translations related to ARSO-I investigations for the ARSO-I, and other 

American officers upon approval from ARSO-I. 

Trainings          15% 

Incumbent will develop and conduct training related to ARSO-I program for various 

levels of Ukrainian police and immigration officials to increase their awareness and ability 

to conduct investigations and prosecutions of criminal organizations involved in document 

fraud , alien smuggling and human trafficking.  Incumbent will conduct training for 

Consular and airline staff on identification of counterfeit documents, and detection of 

persons and organizations attempting to obtain by fraud valid U.S. travel documents. 

Administration and Reporting       15% 

Incumbent will be responsible for completing detailed and timely written reports on 

his/her investigations.  Incumbent will brief the RSO, Consul, ARSO-I, Fraud Prevention 

Manager and other Mission or DSS officials on the status and outcome of his/her 

investigations.  Incumbent will keep a database of contacts and update appropriate DS/CA 

applications used in investigations.  Incumbent will coordinate with the FPU to conduct 

research of criminal organizations sell documents for the purpose of alien smuggling or 

trafficking in persons 

Employee also performs routine administrative tasks, such as organizing travel, ordering 

supplies, monitoring the budget, and suggesting better ways to utilize available resources.  

Other Duties as assigned        10%  
Performs other duties as assigned, including managing and maintaining the criminal 

investigative program in the absence of ARSO-I. During this time, Incumbent will report 

directly to RSO and provide weekly program status reports to both RSO and the FPM.  

                            

 

REQUIRED QUALIFICATIONS: 
 

 

EDUCATION: 
 

 Bachelors degree or equivilent 4 year degree in law, law enforcement, national security 

studies, international relations, political science, business/business administration, 

management, or other related field.   

 
 

WORK EXPERIENCE:  
 

 Three years working in a professional capacity  in security, investigative or law related 

field. 
 
 

LANGUAGE: 

 Level 4 (oral and written fluency) in English, Ukrainian and Russian is required;  



KNOWLEDGE: 
 

  Incumbent will have, after being fully trained, a high level working knowledge of the 

FAM/FAH, United States visa procedures, Diplomatic Security Service criminal 

investigation procedures, interviewing techniques, and how United States law applies to 

document fraud, alien smuggling and human trafficking. 

Incumbent will have a thorough understanding of how Ukrainian law applies to document 

fraud, alien smuggling and human trafficking.  Incumbent must also understand Ukrianian 

etiquette in regards to formal working relationships.  

Incumbent must also have the knowledge to plan and implement training, budgeting and 

management of funding. 

 
 

SKILLS AND ABILITIES: 

 Incumbent must be able to write detailed reports in English and must be able to 

translate from Ukrainian/Russian to English and vice versa.  Incumbent must be able 

orally translate during meetings between English and Ukrainian/Russian, be able to 

conduct criminal interviews and be available on a 24hr basis.  

Incumbent must be proficient in Microsoft Office and computer applications. Possession 

of driving lisence category B is required. 
 

 

APPLICATION AND SELECTION PROCESS: 
Effective August 1, 2010  Office of Overseas Employment announced new Universal 

Application for Employment (DS-174) as a mandatory application for any locally 

recruited positions. To apply for this position all interested candidates should fill out the 

DS-174 in ENGLISH and submit it to the Embassy Human Resources Office by COB 

September 4, 2012. The new DS-174 is available on the official U.S. Embassy website 

under the Employment Opportunities section: http://ukraine.usembassy.gov/job-

opportunities.html. 

Universal Application for Employment (DS-174) can be filled out electronically, but 

still must be printed, signed and emailed to: KyivHR@state.gov or faxed to: 521-

5155 . 

 

Note:  Only those applications that are received in the Human Resources 

Office before the closing date will be eligible for consideration.  Any 

application package that doesn’t include the UAE (DS-174) will be 

considered incomplete and will not receive further consideration for 

recruitment.  

 

 

 

 

 

http://ukraine.usembassy.gov/job-opportunities.html
http://ukraine.usembassy.gov/job-opportunities.html
mailto:KyivHR@state.gov


ADDITIONAL SELECTION CRITERIA: 

 Current employees serving a probationary period are not eligible to apply for this 

position.  

 US Citizen EFMs who are currently employed under Family Member Appointment 

(FMA) must work for 90 calendar days in their current position before being able to 

apply for advertised position.  

 US Citizen EFMs and NORs who are currently employed under Personal Services 

Agreement (PSA) must work for 90 calendar days in their current position before being 

able to apply for advertised position.  

 U.S. Veterans and U.S. Citizen EFMs will be given preference in hiring over other 

equally qualified candidates in accordance with Section 301 (c) of the Foreign Service Act 

of 1980. Candidates who claim U.S. Veterans hiring preference must provide a copy of 

their Form DD-214 with their application.  Candidates who claim U.S. Citizen EFMs 

hiring preference should indicate their EFM status in the application form.  

 Only those applicants who are selected for the interviews will be contacted. 

 

 

EQUAL EMPLOYMENT OPPORTUNITY STATEMENT 

 

The U.S. Mission in Kyiv provides equal opportunity and fair and equitable treatment in 

employment to all people without regard to race, color, religion, sex, national origin, age, 

disability, political affiliation, marital status, or sexual orientation. The Department of 

State also strives to achieve equal employment opportunity in all personnel operations 

through continuing diversity enhancement programs. 

 

The EEO complaint procedure is not available to individuals who believe they have been 

denied equal opportunity based upon marital status or political affiliation. Individuals with 

such complaints should avail themselves of the appropriate grievance procedures, 

remedies for prohibited personnel practices, and/or courts for relief. 

 

 

CLEARED:                 DReeder- RSO (by e-mail)  

                                          

 


